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The 5100/5110 Series Biometric Device Scanning Options

The 5100/5110 Series of biometric devices have a number of biometric scanning modes
available depending on the model you have purchased. The table below outlines the various
scanning modes available to you and a description of the functionality. For either a Facial or a
Finger scan to be used, a user must be enrolled at least once. This creates a “biometric
template” or record, that is needed before a person can use the device.

Biometric Mode | Model | Description
Finger Only 5100 | AFinger is automatically scanned when placed on the sensor
5110 | for verification.
5100 A Finger is scanned after a Biometric ID (PIN) has been
Pin & Finger entered for verification.
5110 L
(Always active in Finger Only mode)
5100 After a Biometric ID (PIN) has been entered, a numeric
Pin & Password 5110 password is required for a successful verification.
(Always active - requires a user to have a password template)
Only a Facial scan is required to verify. A Facial scan is initiated
Face Only 5110 | when either the In or Out key is selected or a finger is placed
on the sensor.
A Biometric ID (PIN) is required to be entered before a Facial
Pin & Face 5110 | scan for a successful verification.
(Always active in Face Only mode)
A Finger or Face can be used to verify. A Finger must be
Finger or Face 5110 | scanned 1%t and if unsuccessful a Facial scan can be
performed to verify.
A Face or Finger can be used to verify. A Facial scan must be
. performed 1%t and if unsuccessful a Finger scan can be
Face or Finger 5110 . . o .
performed to verify. A Facial scan is initiated when either the
In or Out key is selected or a finger is placed on the sensor.
Finger & Face 5110 A Finger scan gpd t.hen Facial scan are required for a
successful verification.
A Facial scan and then Finger scan are required for a
Face & Finger 5110 successful verification. A Facial scan is initiated when either
the In or Out key is selected or a finger is placed on the
sensor.
A Biometric ID (PIN) is required to be entered before a Finger
Pin & Finger & Face | 5110 | scan and then Facial scan for a successful verification.
(Always active in Finger & Face mode).
A Biometric ID (PIN) is required to be entered before a Facial
Pin & Face & Finger | 5110 | scan and then Finger scan for a successful verification.

(Always active in Face & Finger mode)

Please discuss any questions or changes you may wish to make to the configuration of your
device with the PeopleKey Support team to ensure the correct application of any changes.
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Operational Indicators on the 5100/5110 Series Scanners  {index}

Verification LEDs

Successful verification
is indicated with a
Green LED along with
a high-pitched tone.

W Un-Successful verification
is indicated with a RED

People LED and a long, low

— pitched tone. x

Online Status Indicators
Main screen (DAY DATE TIME)

PLACE FINGER
LCD Display

The LCD provides indication
of the Online status of a 5100 v DATE TIME)
Series Biometric scanner PLACE FINGER
ONLINE
OFFLINE

w.~‘n screen (DAY DATE TIME)

PLACE FINGER

The ONLINE status LED’s will
= flash RED once every 4
seconds when the device is
online
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Finger Placement to Achieve the Best Scanning Results l

It is advisable for any new users being enrolled, that the Scan Test function be used prior to
enrolling the user. This allows for the user to familiarise themselves with the scanning
process prior to enrolling. Refer to the Biometric Scan Test functions - Finger Test section for
accessing the Scan Test functions.

Fingers should be placed firmly on the sensor using the flat fleshy part of the last section of
your finger. Any finger can be used, but it is common for people to use their right index or
right thumb. The below illustrates which part of the finger must be placed onto the surface of
the sensor.

This part of the finger is
used to firmly press against
the sensor on the scanner.

The finger needs to be
placed firmly over the
entire sensor.

Align the crease on your
finger with the lower edge
of the sensor.

Examples

The following images show where the finger is placed correctly onto the sensor. The
bottom flat part of the finger is covering the whole of the sensor while the finger is
pressed firmly onto the surface.

. \ -
Finger is placed firmly with the first knuckle Finger is placed firmly and centred on the

aligned with the base of the sensor. sensor.

o
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The following images show various incorrect finger placements onto the sensor with
the final image showing a correct placement.

Only the Finger Tip has been Finger has been placed too
placed on the sensor low on the sensor

Finger has been placed Finger has not been placed
skewed on the sensor centered on the sensor

Finger has been slid up to far
and is now off the sensor

CORRECT PLACEMENT
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Positioning for Best Facial Scanning (5110 Series Only) ’I

To achieve the best facial scanning results the following

guidelines should be followed. / e
[
The camera has a 64 Deg (H) x 48 Deg (V) viewing angle. \ = / '

Best results are achieved when there are NO bright lights
behind the user when scanning. E.G. Fluro’'s and Downlights

5110 series mounting position:
e Mountto awall 1.3m - 1.4m from the ground to the top edge of the device

o Alower mounting position can be used if the general audience is of a shorter
stature (1.3m)

o A higher mounting position should be used if the general audience is of a taller
stature (1.4m)

o NOTE: If more than one 5110 device is being used, ensure ALL devices are
mounted at approximately the same height to ensure consistent scanning
results

e Mountin a well-lit area, ideally with lighting positioned above or behind the device

o Avoid mounting the 5110 series device where there are lights positioned

directly behind where a user will be standing to perform a facial scan
» The lights may cause a “Blinding” effect on the facial scan reducing the
clarity of any scans

Testing device location for best facial scanning positioning:

VERIFY FACE

MON JUL 12 14:83 O .‘ Avoid lighting in the shaded area

Key S2-5110

e Centered in front of the 5110 Camera
e Approximately an arm'’s length away from the 5110 series device
o As a guide, stand so that you can comfortably place your finger on the finger
scanning sensor
e Look directly at the camera
e Using the Facial test scan function, Scores of 50+ should be achieved. Refer to
Biometric Scan Test functions - Face Test (5110 only)

Note: Should you have issues with a user being able to verify consistently please contact
PeopleKey Support for further assistance.
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The below is the recommended process for enrolling NEW users onto a PeopleKey Biometric device.
The process is designed to familiarize the NEW user with the scanning process to ensure long term
ease of use. A similar process can be used for adding additional Biometrics for a user through the
ADD Biometric Menu (Refer Additional Finger Enrolments or Additional Facial Enrolments ).

Biometric Enrolment Sequence

5100 Series 5110 Series Page

Step (Finger Only enrolments) (Finger & Face enrolments) Ref

Perform Test Finger Scans on 2 preferred | Perform Test Finger Scans on 2 preferred

1 fingers - Confirm consistent scan scores | fingers - Confirm consistent scan scores 9
20+ (Try different fingers if required) 20+ (Try different fingers if required)

2 Enroll NEW user Finger(s) Enroll NEW user Finger(s) 12
(One on each hand is ideal) (One on each hand is ideal) -

3 Exit to standby screen and have new Exit to standby screen and have new user 28
user test verification process test verification process o

4 Perform Test Facial Scans - Confirm 10

consistent scan scores of 50+

Add Facial Biometric for user
(1 x Facial enrolment is usually sufficient)

Exit to standby screen and have new user
test verification process
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Biometric Scan Test Functions - Finger Test
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¥

Authority Level Required: Manager, Supervisor or Enroller

The Finger Scan Test function should be used prior to enrolling a new user. This allows for a
new user to familiarise themselves with the scanning process, practicing finger placement,
testing different fingers and for the Enroller to check the scan minutiae count prior to

enrolling.

1. Starting from the Standby screen, Press “SYSTEM"

2. Enter your Biometric ID (PIN)
3. Place finger for verification

A SUCCESSFUL Verification will display the Green LED i et
4. Select 1"“USERS”
5. Select 5*“TEST”

(alternatively use the arrow keys to select and press “YES/IN")

6. Select 2 “FINGER”
7. The scanner will prompt for Finger placement.

Place finger FIRMLY on the Sensor.

The scanner will analyze the finger and

display a scan Minutiae score.

Check the scan “Minutiae” score
(Ideally this should be between 20 to 40)

On completion the device will return to the Test selection menu (Step 6)

The test scan can be repeated as many times as required

8. Once complete, press “CLEAR” repeatedly until you return back
to the standby screen

Proceed to the User Enrolment menu - Finger Enrolment
section to enroll the User.

Quick Start Guide 5100 & 5110 Series 2022.9.Docx

Main Screen (DAY DATE TIME)
PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

PLEASE PLACE
FINGER NAME

DAY DATE TIME
VERIFIED

>1: USERS

2: DEVICE

>4: DELETE

5: TEST

>1: FACE

2: FINGER

PLEASE PLACE

FINGER

VERIFYING...

MINUTIAE: xx

>1: FACE

2: FINGER

Main Screen (DAY DATE TIME)

PLACE FINGER (SELECT IN/OUT)
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Biometric Scan Test Functions - Face Test (5110 Series only)

Authority Level Required: Manager, Supervisor or Enroller

User scanning positioning:
Centered in front of the 5110 Series Camera
Approximately an arm'’s length away from the

5110 series device

o As a guide, stand so that you can
comfortably place your finger on the finger
scanning sensor

Look directly at the camera

1. Starting from the Standby screen, Press “SYSTEM"

2. Enter your Biometric ID (PIN)

3. Place finger for verification

A SUCCESSFUL Verification will display the Green LED ./ 4k

4. Select 1"“USERS”

<

(alternatively use the arrow keys to select and press “YES/IN”)

5. Select 5“TEST"

(alternatively use the arrow keys to select and press “YES/IN")

6. Select 1 “FACE"

7. The device will prompt for an adjustment of the Minimum
Pixel count allowed during a facial capture. Select “NO/OUT"

(The default, “ 0 " is automatic )

8.  The device will prompt for an adjustment of the Maximum
Pixel count allowed during a facial capture. Select “NO/OUT"

Quick Start Guide 5100 & 5110 Series 2022.9.Docx

(The default, “ 0 " is automatic )

The Facial Scan Test function on the 5110 Series biometric scanner should be used prior to
enrolling a new user. This allows for a new user to familiarise themselves with the scanning
process, practicing positioning themselves in front of the scanner and for the Enroller to
check the scan quality prior to enrolling.

People

Main Screen (DAY DATE TIME)
PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

PLEASE PLACE
FINGER NAME

DAY DATE TIME
VERIFIED

>1: USERS

2: DEVICE

>4: DELETE

5: TEST

>1: FACE

2: FINGER

MIN PIXELS: 0

CHANGE Y/N?

MAX PIXELS: 0

CHANGE Y/N?
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CAPTURING FACE

9. The device will now commence the facial capture process.
This process will cycle through the following steps until LOOK HERE - - - >
cancelled.

The Scanner will generate a QUALITY score for each capture cycle. [Reirme ey
Check the scan “QUALITY” score and allow the Enrollee to adjust
their position to achieve the best quality score possible

(Ideally this should be 50+)

PRES CLR TO EXIT
To stop the Face Test Scan process press “CLEAR"

10. The scanner will return to the Test Selection menu (Step 6) >1: FACE
2: FINGER

11. Once complete, press “CLEAR” repeatedly until you return Main Screen (DAY DATE TIME)
back to the standby screen PLACE FINGER (SELECT IN/OUT)

Proceed to the User Enrolment menu - Face Enrolment (5110
only) section to enroll the User.
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New User Enrolment menu - Finger Enrolment

Authority Level Required: Manager, Supervisor or Enroller

It is advisable for any new users being enrolled, that the Scan Test function be used prior to
enrolling the user. This allows for the user to familiarise themselves with the scanning
process prior to enrolling. Refer to the Biometric Scan Test functions - Finger Test section

for accessing the Scan Test functions.

1. Starting from the Standby screen, Press “SYSTEM"
2. Enter your Biometric ID (PIN)
3. Place finger for verification

A SUCCESSFUL Verification will display the Green LED e

4. Select 1"“USERS”

(alternatively use the arrow keys to select and press “YES/IN")

5. Select 1 “ADD NEW USER"

6. Select 2 “FINGER”

7. Enter the Biometric ID (PIN) to be used for the Enrollee

8. Select using the keypad, how many fingers to enroll for the
User (1, 2 or 3)

9. Select the Authority level for scanner menu access
(scroll through the options by pressing “NO/OUT")
To select the desired level press “YES/IN".
(Note: The Authority level is ultimately controlled by Nexus settings)

10. Scroll through the finger options by pressing “NO/OUT” until

the desired finger choice is displayed on the screen.
To accept the selected Finger press “YES/IN".

Quick Start Guide 5100 & 5110 Series 2022.9.Docx
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>1: FACE (5110 only)

Main Screen (DAY DATE TIME)
PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

PLEASE PLACE
FINGER NAME

DAY DATE TIME
VERIFIED

>1: USERS

2: DEVICE

>1: ADD NEW USER
2: ADD BIOMETRIC

2: FINGER

ENROLLEE ID No.

1, 2 or 3 FINGERS

AUTH.=USER

ACCEPTY/N?

RIGHT THUMB

ACCEPT Y/N?
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PLEASE PLACE

11. The scanner will prompt for Finger placement.
Place selected finger FIRMLY on the Sensor. (Selected Finger)

The scanner will generate a biometric finger template and — RULIATM
display a scan Minutiae score.

Check the scan “Minutiae” score MINUTIAE: xx
(Ideally this should be between 20 to 40)

12. The scanner will prompt to place the selected Finger PLEASE PLACE

again, and attempt a match against the new template. (Selected Finger)

If the verification step fails three times, you will be prompted
to accept the enrolment as per step 13, o

It is advisable to either retest “1” or select “No/Out” to restart
the enrolment process again from step 10

UNSUCCESSFUL

A SUCCESSFUL Verification will display the Green LED . - [l
VERIFIED

ACCEPTY/N?
13. Select “YES/IN” to accept the enrolment or “1” to retest

OR[1] TO RETEST

If 2 or 3 fingers were selected at step 8, repeat steps 10- 13

14. Once complete, press “CLEAR" repeatedly until you return Main Screen (DAY DATE TIME)
back to the standby screen PLACE FINGER (SELECT IN/OUT)

The newly enrolled user should now be able to Finger Scan

on the device. (Clock In / Out, Door access)
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New User Enrolment Menu - Face Enrolment (5110 Series only)

Authority Level Required: Manager, Supervisor or Enroller

It is advisable for any new users being enrolled, that the Scan Test function on the 5110
Series biometric scanner be used prior to enrolling the user. This allows for the user to
familiarise themselves with the scanning process prior to enrolling. Refer to the Biometric
Scan Test functions - Face Test (5110 only) section for accessing the Scan test functions.

Main Screen (DAY DATE TIME)

1. Starting from the Standby screen, Press “SYSTEM" PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS

2. Enter your Biometric ID (PIN)

ENTER ID NO.

PLEASE PLACE

3. Place finger for verification
FINGER NAME

A SUCCESSFUL Verification will display the Green LED ~ * RER Qi CAY PATETIME
VERIFIED

4. Select 1"“USERS” >1: USERS
(alternatively use the arrow keys to select and press “YES/IN”) RIS/

>1: ADD NEW USER
5. Select 1 “ADD NEW USER”
2: ADD BIOMETRIC

>1: FACE (5110 only)

6. Select 1 “FACE"

2: FINGER

ENROLLEE ID No.

7. Enter the Biometric ID (PIN) to be used for the Enrollee

8.  Select the Authority level for scanner menu access AUTH.=USER
(scroll through the options by pressing “NO/OUT") ACCEPTY/N?
To select the desired level press “YES/IN".

(Note: The Authority level is ultimately controlled by Nexus settings)

|

1,2 or 3 TEMPLTS

9. Select using the keypad, how many facial templates to enroll
for the User (7, 2 or 3)

ENROLLING FACE

10. You will be prompted to ready the Enrollee for a facial scan  |[FFSSarTTaume
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Once the Enrollee is positioned and ready for a facial scan PAESENLEY
press the “** key to commence the scan L0

] . FACE DETECTED !!
11. The scanner will commence a facial scan

The scanner will generate a biometric facial template and [RILE A%
display a scan QUALITY score.

| [

Check the scan “QUALITY” score [SHEINEES]
(Ideally this should be 50+) [REI Q11 Tas

12. The scanner will now prompt to verify against the new facial EAESAGEY
template

A SUCCESSFUL Verification will display the Green LED < - RS

If 2 or 3 templates were selected at step 9, repeat steps 11 - 12

13. Select “YES/IN" to accept the enrolment ACCEPTY/N ?
Select “No/Out” to restart the enrolment
process again from step 6

v
-
»

ACCEPTY/N ?

The enrolment has now been completed
COMPLETED

If the enrolment step fails three times, you will be JCIENERES
returned to the Enrolment menu (Step 6) UL LI

14. Once complete, press “CLEAR” repeatedly until you return Main Screen (DAY DATE TIME)
back to the standby screen PLACE FINGER (SELECT IN/OUT)

|

The newly enrolled user should now be able to perform a
Facial Scan on the device. (Clock In / Out, Door access)
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Additional Finger Enrolments or Re-enrol an Existing Finger

Authority Level Required: Manager, Supervisor or Enroller

The 5100/5110 Series biometric devices allow for additional enrolments to be added to
existing users or existing Finger templates re-enrolled. A maximum of 10 Finger templates

can be associated with a user (one for each finger).

Note: Selecting an already enrolled Finger will replace the existing template for that Finger.

1. Starting from the Standby screen, Press “SYSTEM"

2. Enter your Biometric ID (PIN)
3. Place finger for verification
A SUCCESSFUL Verification will display the Green LED ~ * o

4. Select 1“USERS”

(alternatively use the arrow keys to select and press “YES/IN")
5. Select 2 “ADD BIOMETRIC"

(alternatively use the arrow keys to select and press “YES/IN")
6. Select 2 “FINGER"
7. Enter the Biometric ID (PIN) to add additional enrollments
8. Scroll through the finger options by pressing “NO/OUT"

until the desired finger choice is displayed on the screen.
To accept the selected Finger press “YES/IN".

9. The scanner will prompt for Finger placement.
Place selected finger FIRMLY on the Sensor.

The scanner will generate a biometric finger template and
display a scan Minutiae score.

Quick Start Guide 5100 & 5110 Series 2022.9.Docx

Main Screen (DAY DATE TIME)

PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

PLEASE PLACE
FINGER NAME

DAY DATE TIME
VERIFIED

>1: USERS

2: DEVICE

>1: ADD NEW USER
2: ADD BIOMETRIC

E-l
i
El
e

(5110 only)

>1: FACE

2: FINGER

ENROLLEE ID No.

SELECT ALTERNATE
FINGER

RIGHT THUMB

ACCEPTY/N ?

PLEASE PLACE

(Selected Finger)

VERIFYING...
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Check the scan “Minutiae” score [RYILGIZESS
(Ideally this should be between 20 to 40)

PLEASE PLACE

10. The scanner will prompt to place the selected Finger
again, and attempt a match against the new template. (selected Finger)

If the verification step fails three times, you will be prompted to
accept the enrolment as per step 11. o

It is advisable to either retest “1” or select “No/Out” to restart the
enrolment process again from step 8

UNSUCCESSFUL

A SUCCESSFUL Verification will display the Green LED . - [Raiaaliis
VERIFIED

ACCEPTY/N?
11. Select “YES/IN" to accept the enrolment or “1” to retest
OR[1] TO RETEST

12. Select “YES/IN" to add additional fingers (returns to step 8) ADD MORE? Yes/No
or “NO/OUT" to return to the ADD BIOMETRIC Menu

13. Select 2 “FINGER" to add additional fingers for another user EHI: (5110 only)
or proceed to step 14 2: FINGER

14. Once complete, press “CLEAR” repeatedly until you return Main Screen (DAY DATE TIME)
back to the standby screen PLACE FINGER (SELECT IN/OUT)

The newly enrolled user should now be able to Finger Scan
on the device using the additional templates.
(Clock In / Out, Door access)
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Additional Facial Enrolments

Authority Level Required: Manager, Supervisor or Enroller

The 5110 Series Biometric device allows for additional Facial templates to be added to an
existing User. A maximum of 9 Facial templates can be associated with a user.

1. Starting from the Standby screen, Press “SYSTEM"

2. Enter your Personal ID Number

3. Place finger for verification

A SUCCESSFUL Verification will display the Green LED ~ * o

Select 1 “USERS”
(alternatively use the arrow keys to select and press “YES/IN”)

5. Select 2 “ADD BIOMETRIC”

6. Select 1 “FACE"

7. Enter the Biometric ID (PIN) to add additional facial
enrollments

8.  You will be prompted to ready the Enrollee for a facial scan
(Note: The face number shown will depend on how many
facial templates are already enrolled for the user, up to a
maximum of 9 can be enrolled)

Once the Enrollee is positioned and ready for a facial scan
press the “ * * key to commence the scan

11. On a successful facial scan, you will be prompted if you
would like to add additional enrolments.
Select “YES/IN" to ADD additional enrolments (Step 8)
Select “No/Out” to SAVE the new enrolment(s)

Select “YES/IN" to SAVE the enrolment and return to

the ADD BIOMETRIC menu (step 6)

Select “No/Out” to DISCARD the enrolment and return to
the ADD BIOMETRIC menu (step 6)

Quick Start Guide 5100 & 5110 Series 2022.9.Docx

Main Screen (DAY DATE TIME)

PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

PLEASE PLACE
FINGER NAME

DAY DATE TIME

VERIFIED

>1: USERS

2: DEVICE

>1: ADD NEW USER

2: ADD BIOMETRIC

>1: FACE (5110 only)

2: FINGER

ENROLLEE ID No.

ADD FACE #2

LOOK HERE --->

PRESS * WHEN

READY

ADD MORE? Yes/No

ACCEPTY/N?
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§ii
2: DEVICE

14. Once complete, press “CLEAR” repeatedly until you return Main Screen (DAY DATE TIME)
back to the standby screen PLACE FINGER (SELECT IN/OUT)

The newly added templates will now be used when
performing a Facial Scan on the device.
(Clock In / Out, Door access)

>1: USERS
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Delete an Enrolment

Authority Level Required: Manager or Supervisor

The below process can be used for deleting a user’s Facial templates, Finger templates or
the User completely.

Main Screen (DAY DATE TIME)

1. Starting from the Standby screen, Press “SYSTEM" PLACE FINGER (SELECT IN/OUT)

. . SYSTEM ACCESS
2. Enter your Biometric ID (PIN)

ENTER ID NO.

PLEASE PLACE

3. Place finger for verification
FINGER NAME

A SUCCESSFUL Verification will display the Green LED ~ * et DAY DATETIME

VERIFIED

>1: USERS

4. Select 1 “USERS”

2: DEVICE

5. Select 4 “DELETE”
(alternatively use the arrow keys to select and press “YES/IN")

>4: DELETE

5: TEST

6. Select 1“FACE" (57110 only) >1: FACE
Select 2 “FINGER” > FINGER
Select 3 “ALL”

(alternatively use the arrow keys to select and press “YES/IN")

7.  Enter the Biometric ID (PIN) to be deleted ENTER D

The scanner will confirm the selected operation. UL

select “YES/IN" to confirm or select “NO/OUT" to cancel [REEALK

. . . . . *% DELETED **
A confirmation message will be displayed on selection

On completion the scanner will return to the Delete selection menu (Step 6)
Additional Templates or Users can be deleted as required

>1: FACE

2: FINGER

8. Once complete, press “CLEAR" repeatedly until you return
back to the standby screen

Main Screen (DAY DATE TIME)

PLACE FINGER (SELECT IN/OUT)
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Change a User’s Authority Level

Authority Level Required: Manager or Supervisor

The Authority level of a user can be modified on a 5100/ 5110 Series biometric scanner.
However, any change will only be temporary as the Authority Level for accessing the
System menus of a 5100 / 5110 Series biometric device is controlled through Nexus.

Main Screen (DAY DATE TIME)

1. Starting from the Standby screen, Press “SYSTEM" PLACE FINGER (SELECT IN/OUT)

. . SYSTEM ACCESS
2. Enter your Biometric ID (PIN)

ENTER ID NO.

PLEASE PLACE

3. Place finger for verification
FINGER NAME

A SUCCESSFUL Verification will display the Green LED /- 9¢ PAYDATETIME

VERIFIED

>1: USERS
4. Select 1 “USERS”

2: DEVICE

5. Select 3“MODIFY” >2: ADD BIOMETRIC

(alternatively use the arrow keys to select and press “YES/IN") BERILLIAY

>1: AUTHORITY

6. Select 1 “AUTHORITY”

2: 1:1 FINGER

ENTER ID

~

Enter the Biometric ID (PIN) to be adjusted

AUTH.=USER

Scroll through the authority options by pressing “NO/OUT" until
the desired choice is displayed on the screen.
To accept the selected authority press “YES/IN”

ACCEPTY/N?

The scanner will return to the Modify menu (Step 6) REEAULILI

Additional Users can be modified as required [SeELLI

8. Once complete, press “CLEAR" repeatedly until you return Main Screen (DAY DATE TIME)

back to the standby screen

PLACE FINGER (SELECT IN/OUT)
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|
Adjust a User’'s Biometric Template Threshold I,I

Authority Level Required: Manager or Supervisor

The threshold level of a user’s Biometric can be modified on a 5100/5110 Series biometric
scanner, and will depend on the type of biometric being adjusted. The threshold of a User’s
biometric template can also be adjusted within the User’s profile within Nexus.

A user’s biometric threshold should not normally need changing from the pre-set defaults
unless the user is having issues scanning successfully.

Definitions:
e Lower threshold = Less accurate matching criteria

o Higher threshold = More accurate matching criteria

e 1:1 - With 1:1 matching, a Biometric ID (PIN) is entered and any scans will be
compared against the template(s) stored for the entered PIN, and will only attempt
to match against these specific templates.

e 1:N - With 1:N matching, a biometric scan is attempted to be matched against ALL of
the templates within the Biometric Scanner. This type of scan does not require a
user to enter a Biometric ID (PIN), just simply trigger the scanning process to start.

Main Screen (DAY DATE TIME)
1. Starting from the Standby screen, Press “SYSTEM" PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

2. Enter your Biometric ID (PIN)

PLEASE PLACE

3. Place finger for verification
FINGER NAME

A SUCCESSFUL Verification will display the Green LED /- 9¢ DAY DATE TIME

VERIFIED

>1: USERS

4. Select 1“USERS”

2: DEVICE

5. Select 3“MODIFY” >2: ADD BIOMETRIC
(alternatively use the arrow keys to select and press “YES/IN") BERTLLI3%

6. Select 2“1:1 FINGER" >2: 1:1 FINGER
Select 3“1:N FINGER"
Select 4“1:1 FACE" (5110 only)
Select 5"1:N FACE" (5710 only)
(alternatively use the arrow keys to select and press “YES/IN")

3: 1:N FINGER

Note:
The process for adjusting each type of threshold is the same for each selection
although the default settings will be of different values for each.
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10.

Enter the Biometric ID (PIN) to be adjusted

To change the Threshold press “YES/IN” NOVERIFYIFex
Select “NO/OUT" to Cancel and return to the MODIFY menu [RLUERZK

Enter the new threshold value as a 2 digit number
VALUE (0-99):

Select “NO/OUT" to SAVE and return to the MODIFY menu (Step 6) [REaAR
or press “YES/IN” If a mistake has been made to enter the [NILT T
correct value (Step 9)

Once complete, press “CLEAR” repeatedly until you return Main Screen (DAY DATE TIME)
back to the standby screen PLACE FINGER (SELECT IN/OUT)

Note: Contact PeopleKey Support for specifications related to threshold settings.
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Enrol a User with a “Password”

o
[

44
p— ™

Authority Level Required: Manager, Supervisor or Enroller

1. Starting from the Standby screen, Press “SYSTEM"

2. Enter your Biometric ID (PIN)

3. Place finger for verification

A SUCCESSFUL Verification will display the Green LED ) ¢

4. Select 1 “USERS”
(alternatively use the arrow keys to select and press “YES/IN”)

5. Select 1 “ADD NEW USER"

6. Select 5“PASSWORD”
(alternatively use the arrow keys to select and press “YES/IN")

7. Enter the Biometric ID (PIN) to be used for the Enrollee

8. Select the Authority level for scanner menu access
(scroll through the options by pressing “NO/OUT")
To select the desired level press “YES/IN”
(Note: The Authority level is ultimately controlled by Nexus settings)

9. Enter a numeric Password that is at least 4 digits and
then press “YES/IN”

10. Re-enter the numeric Password and then press “YES/IN"

The scanner will confirm if the Passwords match and if so
save the Password for the Enrollee ID.

11. Select “YES/IN" to accept the enrolment or “NO/OUT” to
cancel and return to the enrolment type selection menu.

12. Once complete, press “CLEAR” repeatedly until you return
back to the standby screen

The newly enrolled user should now be able to verify on the

device using their Biometric ID (PIN) & PASSWORD.

(Clock In / Out, Door access)

Main Screen (DAY DATE TIME)
PLACE FINGER (SELECT IN/OUT)

SYSTEM ACCESS
ENTER ID NO.

PLEASE PLACE
FINGER NAME

DAY DATE TIME
VERIFIED

>1: USERS

2: DEVICE

>1: ADD NEW USER
2: ADD BIOMETRIC

>4: FACE

5: PASSWORD

ENROLLEE ID No.

AUTH.=USER

ACCEPTY/N?

ENTER NEW PASSWD

RPEAT NEW PASSWD

PASSWORDS MATCH

SAVING PASSWORD

ACCEPTY/N ?

Main Screen (DAY DATE TIME)

PLACE FINGER (SELECT IN/OUT)
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Biometric Scanner Maintenance ]’i

Cleaning

The 5100/5110 Series of Biometric scanners do not normally require any
maintenance; but occasionally, the sensor may need a clean as a build-up of
foreign matter can accumulate on the sensor and surrounding areas. On the
5110 Biometric scanner the Camera Lens may also require a wipe down from
time to time.

To clean, wipe the sensor and LCD cover including the surrounding areas with a
“damp, clean, lint free towel or cloth”.

Camera LCD cover

Finger Scanning
Sensor

Important

o When cleaning only use clean materials, which are free of dirt and debris
to avoid scratching and marking of the LCD cover and Finger Scanning
Sensor.

o Do not use metal scrapers, blades or steel wool on any surface of a
5100/5110 Series of Biometric scanner.

o Do not allow water or cleaning fluids to remain in contact with the
5100/5110 Series of Biometric scanner for long periods.

« Do not use abrasive cleaning solutions or materials, such as bleach or
ammonia based products.

o Alcohol wipes can be used sparingly, provided they contain less than
70% isopropyl.
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Users Failing Finger Verifications ]’i

Below are some common scenarios to be aware of if a user starts to consistently
fail the verification of their finger scan.

Poor finger placement or pressure

Poor initial enrolment

Use a more suitable finger

The Users skin may be very dry

Lower the user’s threshold or change to a pin & password
User’s finger is too wet

Possible medical conditions with skin

YVVYVYYVYVYY

Steps to Overcome “Verification” Failures.

The following steps should be conducted to overcome verification failures. Firstly,
conduct a finger scan test as detailed previously, this will provide a finger scan
Minutiae score. Users with a Minutiae score below 12 should be re-enrolled.

" -

- + Conduct a finger scan test

.F'nger Test to verify the finger quality
score.

s » Delete and re-enrol the

PUCOEOEE - Re-enrol with a different
Finger finger.

“Enrol . .
EGLIENEIR < Enrol additional fingers

« fingers

« Adjust the users
- Unrtesnels threshold setting.

s Setuser PIN to
password.

Note: Should you still have issues with a user being able to verify consistently please
contact PeopleKey Support for further assistance.
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Network Connectivity Test Tool ,

PeopleKey have provided an inbuilt network test utility on the 5100/5110 Series of
Biometric scanners to aid in diagnosing potential network problems. Audio and Visual cues
will help indicate if and where the issue may be within your network.

Starting the Ethernet Connectivity Test {* # SYSTEM # * 9922}

L Jol e Jolmol o Jol x Jo[ s Jo[ s Jo[ 2 Jo( 2 |

Starting the Wi-Fi Connectivity Test {* # SYSTEM # * 9923}

R T 0 O N S L

Network Test Sequence

The network test utility is initiated from the standby screen by entering either of the above
key sequences from the scanner keypad.

Both verification LEDs will flash during the testing sequence and the device will provide an
audible and visual response to indicate a pass or fail on each test.

A SUCCESSFUL test will play a high pitched beep and display a “Passed Test xxx” message
on the LCD.

A FAILED test will play a long, low pitched beep and display a “FAILED Test xxx” message
on the LCD.

The table below outlines the tests which are performed.

PASS /

Test Description FAIL

Checks for a Network Link to a connected network
device

Pings local network addresses on the 255.255.255.0
subnet only, irrespective of IP Class

1. Local Link Test

2. Local Network Test

3. Gateway Test Pings the configured Gateway IP address
4. Internet IP Test Ping test to external (“Internet”) IP addresses
5. DNS Lookup Test DNS Resolution test
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Using the Clock In & Out Function on the 5100/5110 Series Scanner

Step 1.

To “Clock In” press the “Yes/In”

To “Clock Out” Press the “No/Out”

MOW JUL 12 ?:3‘
FLACE FIMGER

Key S2-5100

< SYSTEM

#

Step 2.

Step 3.
Type in your Biometric ID (PIN) Place your finger on the sensor firmly
on the keypad or alternatively OR
skip to Step 3.

Position yourself for a Facial Scan
(5110 Series only)
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Clock IN/OUT Procedure

1. To Clock In press the “YES/IN” button.

2. To Clock Out press the “NO/OUT" button.

3. The scanner will now display “IN ENTRY" on the first line;
A. FINGER Scanning
1) “PLACE FINGER"” on the second line of the LCD display.

2) Enter your Biometric ID (PIN) on the keypad or alternatively
just place your finger on the sensor.

a. If you have entered your Biometric ID (PIN), the
scanner will now prompt you to place your

designated finger on the sensor.

3) Place your finger firmly on the sensor and wait for the
scanner to display “REMOVE FINGER".

B. FACIAL Scanning (5710 Series only)
1) “VERIFY FACE"” on the second line of the LCD display.

2) A Facial Scan will commence.

4. If successful, the scanner will now display the word “VERIFIED” as well as

illuminating the GREEN LED. ¥ A
L= e

% v

5. If unsuccessful, the scanner will request you to “PLEASE TRY AGAIN".

Two further failures will result in the scanner displaying the word 4, vAg
“UNSUCCESSFUL" as well as illuminating the RED LED. AN
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Handy Hints

1) Ensure that you type in your employee number correctly.

2) Always read the prompts on the screen of the device. It will provide
guidance on the required next step.

3) Place finger correctly and firmly on the sensor.

4) If your finger is dry, rubbing it in the palm of your opposite hand to coat
it with your natural skin oils can assist with the scanning process.

I can’t use my usual finger. How do | use one of my other enrolled finger(s)?
Once you have selected either Clock in or Clock out and have entered your

Biometric ID (PIN), press the “ * " key to select the next finger you have
enrolled. The device will then prompt you to scan this alternative finger.

PeopleKey Support Contact details

Please contact PeopleKey Support for any further technical assistance.

Email: support@peoplekey.com.au
Free call: 1800 015 458

International: +61 29960 7200

Web: www.peoplekey.com

Hours of support

Unless otherwise arranged and stated, all support provided under the agreement shall be
provided during the normal working hours of 08:30 - 17:00 Australian eastern time (AEST),
Monday to Friday excluding NSW public and statutory holidays.

This document is subject to copyright by PeopleKey™ and may not be distributed without express
written permission. Any names included in this document are fictitious. In the event of a
coincidental name matching, please contact info@peoplekey.com.au.
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